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Agenda 

•  Background 
•  Publishing source code 
•  How to analyze source code 
•  Our approach 
•  Key take-aways 
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Background 

•  May 2014: publishing of e-voting source 
•  European, federal & regional elections 
•  General e-voting sensitivities 
•  Sensitivities for Belgium 

– Reliability incidents 
– Usability incidents 
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What happens when you 
publish source code? 
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What happens when you 
publish source code? 
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•  It radiates confidence 
•  People make very little effort to look at it 

(Heartbleed, anyone?) 
•  Setting up test environment is hard 
•  Good code review is hard, especially 

without interviews 
•  Code reviewing is sticking your neck out 



How to analyze software security 
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Penetration 
tests 

Automated static 
code analysis  

All security risks 

Design/code 
reviews 

Build quality 
analysis 



Review system properties to 
measure ISO25010 security 

Secure data transport

Identification strength

Access m
anagem

ent strength

Session m
anagem

ent strength

Authorized access

Input and output verification

Secure data storage

Evidence strength

Secure user m
anagem

ent

HHIII HIIII HHIII HHHHI HIIII HHIII HHHHI HHIII HHIII

Confidentiality &
Integrity

X X X X HHIII

Non-repudiation &
Accountability

X X HHIII

Authenticity X X X HIIII

Final result: 
HHIII 

Final result: 
HHIII 
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Measure ISO25010 
maintainability  

Volum
e

Duplication

Unit size

Unit com
plexity

Unit interfacing

Module coupling

Com
ponent balance

Com
ponent independence

Analysability X X X X

Modifiability X X X

Testability X X X

Modularity X X X

Reusability X X

Code 
volume 

Code 
quality 

Architecture 
kwaliteit 
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E-voting software overview 

Smartmatic PM/
VM 

Jites 

Manual DEPASS 

PGM3 

PGM2 

Abroad WEB2 

Smartmatic ECM 

Central 
platform 
(Cockpit) 

WEB1 (Lists) 

WEB1 (Voting 
headquarters) 

WEB1 
(Voting offices) 

PGM1 
(Candidates) 

PGM1 (List 
connections) Source available 

Not assessed 
Source available 
assessed 

No source available 

CODI 

Process 
centrally 

Process decentral 
results Count Vote Prepare 

Voting process 

                                                                             Smartmatic 
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Threat modeling  
Voter 

Voting 
Machine e-URN 

President 
Machine 

VS 
President 

MS 
Machine 

Central 
platform 

MS 
President 

White 
USB 

Vote 

Ballot 
Box 

Voting booth 

Voting station 

Datacenter 

WWW 

Publilink 

USB 

Main station 

Vote 
storage 
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Set SMART non-functional 
requirements from the start, 
including who does what 

No nonfunctional requirements on building security in 

22 functional requirements. 

 
No requirements for other applications in chain 

  

E-Voting requirements 
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Also require maintainable 
software as technical debt fuels 
security incidents 
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Mature the secure SDLC 
 

Train Require Design Build Test Use 

Do not reinvent wheel but 
be careful with unreliable 

components 

Structural threat modeling 
and analysis of 

countermeasures 

Software security 
training 

Security review by 
tools, peers or 

experts 

Automated and 
manual security 

tests 

SMART, who 
does what 

Keep testing, 
reviewing and 

patching 
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Manage your risks 

Risk management and acceptance 

Initiate Design Build Test Accept     Use 

Requirements 

Code 
review 

Security 
tests Pentest 

Accept 
risks 

Security 
testplan 

Standaard beveiligingseisen 
Wettelijke eisen, beleid, uitgangspunten 

Risk analysis 

Risk reporting 
Intern (dashboard), extern (compliancy) 

Gap 

Business 
impact 
analysis 

Maintain baseline 
requirements 

Risc attitude 
organisation Grow maturity 

SSD-processes 

Contact- 
momens 

Development 
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