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e Co-founder Securify ( Software Security / Build Security In )

e 2 yrssoftware security @ Rabobank (internet banking teams)
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Meet the security end boss
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Security can’t catch up..
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Agile, a blessing for
software security?
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Takeaways
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Code reviews over (pen)testing!

4 Ignore whitespace: Allv 7 -

. T IBULrC. SENOVINLIOCELL, OrLLrCul urr n 2y » \snort) g
1pc1rc.send(1ntrocell TorCircuit _IN , false, (short) @); g.debug("waiting for introduce acknwledgeﬂ\en
'waiting for introduce acknwledgement Vs ipcirc.waitForState(TorCircuit.STATES.
ipcirc.waitForState(TorCircuit.STATES. INTRODUCED, 1
Log.debug("Now waiting for rendezvous connect")
g.debug("Now waiting for rendezvous : rendz.waitForState(TorCircuit.STATES. REND
rendz.waitForState(TorCircuit.STATES DEZVOI
ipcirc.destroy();
1pc1rc destroy(); no L 2 log.debug("Hidden Service circuit bmlt")
Log.debug("Hidden Servxce clrcun buxl(")

ic String publicKeyToOnion(RSAPublicKey pk) throws IOException {
ic String publicKeyToOnion(RSAPublicKey pk) throws IOException { 1 [Iservice = TorCrypto.getSHAI().digest(TorCrypto.publicKeyToASNI(pk));
Iservice = TorCrypto.getSHAI().digest(TorCrypto.publicKeyToASNI(pk) Strlng serviceb32 = new Base32().encodeAsString(Arrays.copyOfRange(service, =
Strmg serviceb32 = Base32().encodeAsString(Arrays. copyOfRange(service,,10)) . toLowe 2 7 Log.debug("Circuit built");
r return serviceb32;

public static String generateHSDescriptor(byte[] privkey) throws I0Exception {
RSAPrivateKey pk = TorCrypto.asnlGetPrivateKey(privkey); 27 publi c String e tor (RSAPublicKey pk, RSAPrivateKey prk) 1
PublicKey puk = TorCrypto.asnlGetPrivateKeyPublic(privkey); 78 String serviceb32 = publcheyToOnmn(pk)
return generateHSDescriptor((RSAPublicKey) puk, pk);
StringBuilder desc = new StringBuilder();
1 desc.append(" rendezvous-service-descriptor "+new Base32().encodeAsString(ge
».282 desc.append("version 2\n")
public static String generateHSDescriptor(RSAPublicKey pk, RSAPrivateKey prk) throws IOExcej desc.append("permanent-key BEGIN RSA PUBLIC KEY-
String serviceb32 = publicKeyToOnion(pk); desc.append(MiscUtil.stringMaxWidth(Base64. toBaseGdStrmg(TorCrypto publich ..
desc.append("\n———END RSA PUBLIC KEY——-\n");
StringBuilder desc = new StringBuilder(); desc.append("secret-id-part "+new Base32(). encodeAsStrmg(getSecrerId(ser
desc.append(" rendezvous-service-descriptor "+new Base32().encodeAsString(getDescId(servi desc.append("introduction-points\n" +
desc.append("version 2\n"); ! BEGIN MESSAGE: An");
desc.append("permanent-key\n———BEGIN RSA PUBLIC KEY———\n"); desc.append(MiscUtil.stringMaxWidth(Base64. toBase645tring("nothing to see : ™
desc. append(M)chtll stringMaxWidth(Base64. toBase645tr1ng(TorCrypto publicKeyToASNI(pk) ] 1 desc.append("\n———END MESSAGE——\n" +
desc.append("\r END RSA PUBLIC KEY: "); “signature\n");
desc. append("secret id-part "+n Base32().encodeAsStrmg(getSecretId(servxceb32, (b 2
DateFormat df = new SimpleDateFormat("yyyy-MM-dd HH:imm:ss"); 3 g te sigll;
desc.append("publication-time “+df.format(new Date())+"\n");
desc.append("protocol-versions 2,3\n' 95 Signature instance = Signature.getInstance("SHAlwithRSA");
desc.append("introduction-points\n 6 instance.initSign(prk);
BEGIN MESSAGE \n"); instance.update(desc.toString().getBytes());
desc.append(MiscUtil.stringMaxWidth(Base64.toBase645tring("nothing to see : .getBytes| sig = instance.sign();
desc.append("\n-——END MESSAGE: 9 tch (InvalidKeyException | NoSuchAlgorithmException |SignatureExceptior
"signature\n"); 3 e.printStackTrace();
2 return null;
sigll; 2 }
try { 3
Signature instance = Signature.getInstance("SHAIwithRSA"); 4 desc.append(" BEGIN SIGNATURE———\n");
instance. initSign(prk); D 06 desc.append(MiscUtil.stringMaxWidth(Base64. toBase64String(sig) ,64));
instance.update(desc.toString().getBytes()); desc.append("\n———END SIGNATURE——\ 3
sig = instance.sign(); return desc.toString();
} catch (InvalidKeyException | NoSuchAlgorithmException |SignatureException e) {

& nrintStackTrara
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