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A substantial part of the research for this presentation was carried out
as part of EBS Protect.on Security Improvement Programme (SIP) 034
- Application Security. It is planned to train employees at E.ON in
matters of Security Touchpoints When Acquiring Software.
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Context: Todayos
SW Development & Acquisition

A Develop vs. acquire software

A Systems as a combination of acquired and developed
components

A Open Source components

A The possibilities depend upon the acquisition type:

I Commercial off-the-shelf (COTS)

I Made-to-order

I Forced upon due to merger/acquisition or reorganization

i Obtained for free (normally open source)
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~ Questions:
A Why are we acquiring software?
I Address a business need
AWhy donot we develop it?
I Cost vs. Benefit

A How do we ensure that acquired software is secure?
I Security Touchpoints when acquiring software

| Develop |

Software Solutlon COTs Developed |
Acquire
m Custom Made H Develop |
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- the acquisition process THTFTHTTIC

Requwem_ents Design o Integration &
Analysis Test

Software Development Life Cycle

Systems Assurance
Acquisition Process
Software in > Y,
Assurance Planning Contracting Af:)tr:]cle;':;nn?:e Follow-on
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SECURITY EXTERNAL CODE REVIEW PENETRATION
REQUIREMENTS REVIEW (TooLs) TESTING
ABUSE RISK RISK=BASED RISK SECURITY
CASES ANALYSIS SECURITY TESTS ANALYSIS OPERATIONS
REQUIREMENTS | | ARCHITECTURE TEST PLANS CoDE TESTS AND FEEDBACK FROM
AND USE CASES AND DESIGN TEST RESULTS THE FIELD

A Code review

A Architectural risk analysis A Abuse cases

A Penetration testing A Security requirements
A Risk-based security tests A Security operations

Source: Gary McGraw: Building Security In OWASP prSecEU 19
Seven Touchpoints for Software Securi Amsterdam. The Netherlands




SECURITY EXTERNAL CODE REVIEW PENETRATION

T 1 REQUIREMENTS REVIEW (TooLs) TESTING
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e ) - - CASES ANALYSIS SECURITY TESTS ANALYSIS OPERATIONS T R r
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REQUIREMENTS ARCHITECTURE TEST PLANS CODE TESTS AND FEEDBACK FROM
AND USE CASES AND DESIGN TEST RESULTS THE FIELD
H Require- Test And Feedback
ACC]UII’er ment and Test From The
Use Cases Results Field

Architecture
and Design

Test Plan

Supplier Code

Source: Gary McGraw: Building Security In OWASP HPPSOOEU 1%
Seven Touchpoints for Software Securit Amsterdam, The Netherlands
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Abuse equire- Testig Security
Cases IS Operations
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Use Cases o Results Field
Architecture
and Design
Test Plan
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Supplier Q Code
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Plannin Contrac- Monitoring & Follow-on
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Require
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Security
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Ach|S|t|on Type:

Made to order /

COTS
custom software

Touchpomt

Security
Requirements

Architectural Risk
Analysis

Security Tests

Code Review

Penetration
Testing

Security
Operations

Define security requirements (function and non-
functional)

- May not find exact fit of features

A Largely similar to Software Development

Largely Similar to software
Development

Acquirer can develop abuse cases
A Vendor can be requested to cooperate and include abuse cases in test case scenarios

- Acquirer may only have limited view of internal -
architecture of the software

A Vendor can be requested to submit security design

and architecture documents for review

Acquirer may be involved in SDLC and given
option to request architectural change as needed
A Vendor can be requested to submit security design
and architecture documents for review

Potentially security tests can be run on an evaluation version of the software. Otherwise the vendor can be requested
to provide evidence of such testing

Possibly negotiate access to
source code for direct
assessment

Consider requesting to provide
results of 3" party code review

Depends on type of software:
Web client, fat client,

- Hosting: Hosted by Vendor or Acquirer?

- Example 1: web client, hosted by Acquirer: If Acquirer has access to an evaluation version of the software, a
penetration test can and should be performed

- Example 2: Service, hosted by Vendor: Pen testing can only be done in agreement with Vendor, evidence of pen
testing can be shared with Acquirer, or pen testing can be carried by a trusted third party

service, mobile device, é

Characteristic: Acquirer cannot make changes to the
software. Therefore security vulnerabilities need patch
management.

- Bound to the mitigation schedule followed by the
vendor.

(Patch management, Service Level Agreements (SLAS))

- Defined support terms

- Service Level Agreement (SLA)
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Planning

A Determine the need for a new software solution
A Develop the security requirements of the system
A Set an acquisition strategy or plan

A Define evaluation criteria and plan

A Inquire about suppliers

@
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A What is the purpose of the software, what will it serve?
A How does the acquired software treat the problem?

A How much will it be exposed to threats?

A How widespread will it be?

A Who is liable in case of an exploit causing damage?
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Typical questions for a risk analysis:

What is the value of the system?

What software/data assets need to be protected to sustain the system?
What are the potential adverse conditions to be prevented and managed?
What is the impact of software unpredictability?

How do security controls mitigate identified risks?

How is residual risk determined and managed?

To To o Do To Do

- Determine impact of a breach of
- Confidentiality
- Integrity
- Availability
- Determine the Security Category / Risk Rating of the system
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Security Category will guide security requirements identification

Define terminology to provide for common understanding
Define levels of confidentiality, integrity and availability
Establish a criteria to identify criticality of security concerns

Build assurance cases SQUARE Methodology

. . . 2) ldentify 3) Develop Artifacts to
|dentify acceptance criteria 1)Aree 0N, Assetsand —>  Support Security
Security Goals Requirements Definition

Identify and review system architecture 1

6) Elicit 5) Select .

o o o Security -— EI. .tat- 4) F’Bl"form R.|3k

Refer to regulations and organizational Requirements T;g;mim e
policies l

7) Categorise —» 8) Prioriise —» _9) Inspect
Requirements Requirements Requirements
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A Risk treatment:

I Mitigate
= . COTs Open
I Avoid Source
I Transfer or share

Mobile

A Tradeoffs when mitigating risk
I Risk reduction vs.
Increased costs vs.
Decreased operational effectiveness
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A Roles and responsibilities

I Involve personnel with significant software security experience in all
acquisition stages

I State the expertise required and the specific involvement

A Roadmap for completing actions and milestones
I Allow for the time needed to complete security tests

A Special considerations in the purchase and implementation of
software

i Define required qualifications of vendor or supplier

I Plan for independent testing, instead of relying too much on existing
certifications or attestations, which possibly resulted from security
testing a different version or configuration
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Request For Proposal Considerations

ldentify:

A Request for Proposal content and format

A Statement of Work expectations and attachments
A Technical evaluation criteria and plan

A Incentives and penalties

A Deliverables

A Contractor monitoring and project indicators

A Risks pertaining to selected vendor strategy
I e.g. vendor unfamiliar with legacy interface

Plan process for evaluating

responses to RFP
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ACQUISITION PROCESS 1
CONTRACTING
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A Issue Solicitation/RFP

A Evaluate Proposals

A Finalize Contract
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A The Request for Proposals should mclude the following:
I Work statement

I Terms and conditions
I Instructions to suppliers
i Certifications
I Prequalification
A Subject Matter Experts (SMEs) should evaluate each proposal along with the

evidence provided to support answers to the due diligence questionnaire
A Sample questionnaire:

Software Assurance Due Dilligence Questionnaires:

https://buildsecurityin.us-
cert.gov/sites/default/files/DueDiligenceMwV12_01AM090909. /AU ASP ﬂppsecEU 15
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