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Introduction

A In 2014 we collected examples of insecure code for Windows
Phone apps
i Set of60+ samples of which 30% of mobile banking apps
I Mostly developed with the Silverlight 8.x technology

A Statistics on the initial study has been shared with the OWASP
Mobile Project for the MTT 2015 definition

A Later, we extended our research developing an automated script
that allowed downloadingl60+AppXfrom US and IT regionsf
the WP Store

i We needed to coverWP 8.1 Windows Runtim&\(inR) security as well
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Introduction 0 motivations

A Too few (public) resource®n WP appssecurity

I MWR dMavigation a Sea oPwn?» (SyScan, 2014pretty amazingpaper
on the topic

I XDAForumrepresentsan invaluable source oinformation

A We want both builders and breakers to be happy!

I Provide a wide range of common APIs (MSDN) categorized on the basis C
MTT 2014 and also define methods and strategies to mitigate these risks

A We defined apublic catalogof potentiallyinsecure APIs
I Focus on C#/XAML apps, still the most relevant developmeéathnologies

A The talk will detail, for each MTT 2014 risk, these APIs !
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OWASP Mobile Top 10 Risks (2014)

M3: Insufficient
Transport Layer
Protection

M4 Unintended
Data Leakage

MT1: Weak Server M?: Insecure
Side Controls Data Storage

M8: Security
Decisions via
Untrusted Inputs

Mb: Poor M6: Broken M7: Client Side

Authorization and Crvotoarach etion
Authentication yptograpny Y

MO: Improper M10: Lack of Binary
Session Handling Protections
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M1 0 Weak Server Side Controls

A The risk is referring to serveside security
I Mobile platform agnostic
A Why bother about serverside security ?

I Backend can bedirectlyattacked and mobile users data stolen

I Backend functionalities andrust relationshipcan be abused to
hack i1 nto victimdés mobil e apj|

A Our research has focused on mobile apps code only
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OWASP Mobile Top 10 Risks (2014)
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M2 o Insecure Data Storage

A Cleartext storage of sensitive/confidential/private data

A Different kind of criticalnformation
I Account credentials
I Authentication/authorization tokens
I Applicatons peci fi ¢ data containing

A A privileged access to target devickle systemis required
to properly exploit theseassues
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M2 o Insecure Data Storage

A Startingfrom Windows Phone8 , Mi cmobileof t & s
platform supportsBitLocker dislencryption technology
(AES128)

A BitLocker is disabled by default

A Builtin encryption can be activated with Exchange
ActiveSyn® o | Regwyired®eviceEncryptian or MD N
policies only

A Data encryption represents a crucial security requirement
in the WP universe!
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Storage Locations
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File System Secure Digital Cloud Storage
(SD) Cards

From WP 8.0
BitLocker encryption Files are NOT Data transport security
technology is encrypted
supported

An app can access files if it ha Data confidentiality
previously registered as an preservation
handler for that file type

BitLocker is disabled
by default

(via manifest specification)
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Localdata store

Roaming
data store

Temporary
data store

Package installatior

data store

Tr—————

ApplicationData.Current.LocalFoldetURI- ms-appdata///local/
CAData\UsersDefApps APPDATAL ocal Packaget¥packageName%docalState

ApplicationData.Current.RoamingFoldelURI- ms-appdata///roaming/
CiDataUsersDefApp3s APPDATALocal Package¥opackageNamediRoamingState

ApplicationData.Current. TemporaryFoldetURI- ms-appdata///temporary/
CAData UsersDefApp3s APPDATALocal Package¥opackageName%ilempState

Windows.ApplicationModel.Package.Current.InstalledLocation

URI:ms-appx// or ms-appx-web://

CAData SharedDataPhoneToolsAppxLayout${GUID}

ApplicationData.Current.LocalCacheFolder
CiData\UsersDefApp3 APPDATALocalPackaget¥packageName¥docalCache
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Windows Runtime Apps I

Media Library KnownFoIders._MusicLi_brariﬁnownFoIders.CgmeraRoll,
KnownFolders.PicturesLibra¥mownFolders.VideosLibrary
SD Card KnownFolders.RemovableDevices
Local Settings Windows.Storage.ApplicationData.Current.LocalSettings
Roaming Settings Windows.Storage.ApplicationData.Current.RoamingSettings

Local and Roaming Setting save data in
CAData User§DefApp3s APPDATALocal Packaget¥¥opackageName¥Settingdsettings.dat,
which is a Windows NT registry file (REGENnd NOTencrypted
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Applicationlocal folder CADataUsersDefApp3s APPDATAGUIDYLocal

Aoplication Settinas IsolatedStorageSettings.ApplicationSettings
PP g CAData UsersDefApp3 APPDATA{GUID}Local__ ApplicationSetting
Windows.ApplicationModel.Package.Current.InstalledLocation

FEEIEEE NSElEE CAData Programs{GUID}Install

Cached data CADataUsersDefApp3 APPDATAGUIDY}INetCache
Cookies CADataUsersDefApps APPDATAGUID}INetCookies
SD Card (read only)

And media library as well butit is enough for M2J
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Classes, Methods and Properties

OpenReadAsyn@ - OpenAsyng)

SlzienleHls GetFileFromApplicationUriAsyfc GetFileFromPathAsyfic

Local folders StorageFolder GetFilesAsyr(@- GetFileAsynQ - CreateFileAsyr(

IsolatedStorageFile.CreateRile
IsolatedStorageFile.OpenHje

IsolatedStorageSettings.ApplicationSettingproperty
ApplicationData.LocalSettings property
ApplicationData.RoamingSettingsproperty

Application or Roaming
Settings

KnownFolders.RemovableDeviceturns aStorageFoldeiobject

=10 CELE (P S, i) that can be sequentially used to read/write data from the SD card

Identify objects that inherit fronBystem.Data.Ling.DataContext
Verify the existence of reserved data stored in the locadf.file

@
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The Pandoraos box

A Local database$r esi de in appbs | ocal

I LINQ to SQL object model is used to interact with the locHd
A The DataContextobject is used as proxyfor the local database

I Data is stored in cleatext in «dbname».sdffiles
I SQLiteis also a widely adopted solution for local data storage

A Application often relies on settings files which are located into
appods | oe.ql ApplicatiodSettingdor Silverlight apps

A Obviously, a custom file format can be adopted as well

@
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Password stored In cleatext

private  async void DoLogin()

{

bool ? isChecked = this .checkBoxRicordami . IsChecked,;
if (( lisChecked GetValuieOrDefault() ? 0 :(isChecked .HasValue ? 1 : 0)) != 0)
this . saveCredentials();

0.1

private  void saveCredentials()

{

it (!(this .textBlockUsername .Text != ™) || !(this .textBlockPassword .Password != ™
return ;

this . storageSettingsRememberMe . Remove'Username"); CreqenFIaIS Sa\_/ed I_n
this . storageSettingsRememberMe . Remove('Password" ); application setting file
this . storageSettingsRememberMe . Remove('isChecked" );

this . storageSettingsRememberMe . Add("Username”, this . textBlockUsername . Text);

this . storageSettingsRememberMe . Add("Password" , this . textBlockPassword . Password);
s . storageselingsxememoerivie . AAd( ischnecked , Uue ),

this . storageSettingsRememberMe . Save();

<
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Session cookies stored In application setting

public void SaveState(IDictionary <string , object > stateDictionary)

{
if  (App. ViewModel. LoginMgr . IsLoggedin)

InI..]

List <Cookie> list = new List <Cookie >();

foreach (Cookie cookie in Apf. ViewModel. LoginMgr . Cookies)
list . Add(cookie);

this . AddToDictionary( "Cookies" , ( object ) list);

private  void AddToDictionary( string key, object value)

{

IsolatedStorageSettings applicationSettings = IsolatedStorageSettings . ApplicationSettings;

if  (applicationSettings . Contains(key)) . . :
applicationSettings . Remove(key); session cookies saved in

application settings
applicationSettings . Add(key, value);
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A Private data shouldilwaysbe encrypted before
KEEP storing on device
A Including data in thelocal databasé

CALM A Windows Phone provides th®ata Protection API
AND (DPAPIps a builtin mechanism to preserve data

DON'T STORE confidentialityd see M6 for more details
SEN Sl TI VE A Credentials should be stored usinBasswordVault
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Secure coding tips

A Encrypt local databases

i Define a database access password@onnectionString
A The database will be encrypted with AEI28

I The password still per si s sesreti n

I Solution store the password witlPasswordVaultthen recover
the secret when necessary

I Encrypt data to be inserted into thelb with the DPAPI
A Consider adoptingSQLCipheinstead of SQLite

e )
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OWASP Mobile Top 10 Risks (2014)

M3: Insufficient
Transport Layer
Protection

M4 Unintended
Data Leakage
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M3 0 Insufficient Transport Layer Securl

A Confidentialityand integrity with the appto-(endpoint) data
transmission
i http-basedcommunicationO WP-supported mechanisms

A Common issues

I Communication over an unencrypted channéle.g., http instead of
https~ MITM attacks

I Communication over a poorly encrypted channéle.g., use of weak
encryption mechanisms

I Issues related to digital certificatése.g., failures in certificates
validation or absence of certificate pinning

A Overlap withM108 Lack of binary protectionsb ut wi t h a di ff er

HYmn |||l'l @
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HTTP login page loaded via http

<phone:PhoneApplicationPage
x:Class —"App MainPage"

xmins = http /Ischemas.microsoft. com/W|nfx/2006/xamI/presentatlon
xmins:x = http /Ischemas.microsoft.com/winfx/2006/xaml
xmins:phone ="clr - namespace:Microsoft.Phone.Controls;assembly=Microsoft.Phone
xmins:shell ="clr - namespace:Microsoft.Phone.Shell;assembly=Microsoft.Phone !
xmins:d ="http://schemas.microsoft.com/expression/blend/2008 ! Italian mobile banking app of
xmins:mc =" http://schemas.openxmliformats.org/markup - compatibility/2006 ' leadi Danish bank:
mc:lgnorable ="d" d:DesignWidth ="480" d:DesignHeight ="768" a leading banis ank: an
FontFamily ="{StaticResource PhoneFontFamilyNormal} " attacker canreplace the Iogin
FontSize ="{StaticResource PhoneFontSizeNormal} : .
Foreground ="{StaticResource PhoneForegroundBrush} ! page with a maliciousone
SupportedOrientations  ="PortraitOrLandscape " Orientation ="Portrait
shell:SystemTray.IsVisible ="True">

<phone:WebBrowser Height ="Auto" IsScriptEnabled ="true ' Source="http://m.WONT - SAY.com/loginl.html?continua=true
HorizontaIAIignment ="Stretch " Nam="WONM SAY' VertiCd;/:\iiglullcni —"Sucwii T wWidli = Auw
Margin ="-12,0,0,0 " Grid.ColumnSpan ="2" />

</ phone:PhoneApplicationPage >

= ™
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Remote URL loaded via http

namespace VulnApp

{

public class MainPage : PhoneApplicationPage

{

private  Uri home;

internal  WebBrowser Browser; an attackel’ Cal’manipU|ate

[ ] .
the entire app layout
public  MainPage()

L

this . InitializeComponent();

this . home = new Uri( "http://vulnerable.com”
[ 1

}
[ ]

private  void Home_Click( object sender, EventArgs e)

1
this . Browser . Navigate( this . home);

b}
J

- = ™
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Remote JS file loaded via http

public  CordovaView()
{

this . InitializeComponent();
if (DesignerProperties . IsinDesignTool)
return ;

I...]
if (this econfinHandler  ContentSrc = null )
this . StartPageUri  := ! Uri . IsWellFormedUriString(  this . configHandler . ContentSrc, UriKind . Absolute) ?
new uililcuiuuvaview . AppRoot + "www/" + this . configHandler . ContentSrc, UriKind . Relative) :
new Uri( this . configHandler . ContentSrc, UriKind . Absolute );

<l -

<link rel ="stylesheet" href ="style.css" > WWW/IndeX:htm||OadS
<link rel ="stylesheet" href ="style -icons.css" /> aremote JS V|{http == XSS

<script type ="text/javascript"
src ="http:// maps.googleapis.com/maps/api/js?v=3.4&key=ABCDE]...]&libraries=places " ></script >

< -
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Dealing with digital certificates

A WindowsPhone8.0 automagicallydiscards invalid certificates
I There are no public APIs to programmatically disable this behavior

A WindowsPhone8.1 allowslevelopers to specify errors to ignore with
HttpBaseProtocolFilter.ignorableServerCertificateErrors (Add

I (fortunately) not all exceptions can be ignored

Expired Success
IncompleteChain Revoked
WrongUsage InvalidSignature
ChamVahdaanResult InvalidName InvalidCertificate AuthorityPolicy
(Enumeration)
RevocationinformationMissing BasicConstraintsError
RevocationFailure UnknownCriticalExtension
Untrusted OtherErrors
AN EE N S
IR (7# )
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Certificate Pinning on Windows Phone

A In a standard configurationan attackermay still violate mobile
app transmission confidentiality by

I Inducing the victim toinstall a malicious certificat@e.g., sent asan email
attachmeny or

I Hacking a Certificate Authorit¢yCA) andforging valid certificates
AWe need to opind the digital
these category ofattacks
I WP 8.0 apps require third parties libraries (e.gldoSSecureBlackbgx

I WP 8.1 provideS$treamSocket.Informatiothat can be use to access
StreamSocketinformation.ServerCertificatéhich allows getting the remote
server digital certificat® and its details [2]
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Category Classes, Methods and Properties

DeleteAsyn¢) GetByteArrayAsyr(¢
GetAsyn¢) GetStreamAsyng
PostAsyn() GetStringAsynQ
PutAsyn¢) SendAsyn()

System.Net.Http.HttpClient

HTTP

DeleteAsyn¢) GetStringAsynQ
GetAsyn¢) SendRequestAsyiir
PostAsyn() GetBufferAsy()
PutAsyng) GetlnputStreamAsyn(g

Windows.Web.Http.HttpClient

StreamSocket.ConnectAsync()
SocketProtectionLevel.PlainSockebroperty
Windows.Networking.Sockets StreamSocket.UpgradeToSslAsync()
StreamSocketListener does not support SSL/TLS
DatagramSocket.ConnectAsync()

@
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Category Classes, Methods and Properties

WebBrowser.Navigate()
WebBrowser.Source property

Microsoft.Phone.Controls

. WebView.Navigate()
Web Windows.Ul.Xaml.Controls WebView.Source property
Microsoft.Phone.Tasks WebBrowserTask.Uproperty
Windows.System Launcher.LaunchUriAsynaf)
WebSocket Windows.Networking.Sockets MessageWebSocket.ConnectAsyné(vith ws:// uri scheme

StreamWebSocket.ConnectAsyn&wvith ws:// uri scheme

@
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Category Classes, Methods and Properties

«Source» property foWwebBrowserand WebView
- «uri» property forWebBrowserTask
0 Na v i g fartHgperlinkBaitton

XAML Object
Element Usage

Push Notifications  Microsoft.Phone.Notification HttpNotificationChannel(string

Brutal approach - Grep forUri() andlook at http:// instead of https://

Digital Certificates Windows.Web.Http.Filters  HttpBaseProtocolFilter.lgnorableServerCertificateErrors (Add

Windows.Web.AtomPupwWindows.Networking.BackgroundTransfer
Windows.Web.Syndicationlasses/methods should be reviewed as well

@
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C ALM A Adopt standard encryption solutions instead of
custom ones

AND

A Implement Certificate Pinning

TLS/SSL

EVERYWHERE
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OWASP Mobile Top 10 Risks (2014)

M3: Insufficient
Transport Layer
Protection

M4 Unintended
Data Leakage

MT1: Weak Server M?: Insecure
Side Controls Data Storage

M8: Security
Decisions via
Untrusted Inputs

Mb: Poor M6: Broken M7: Client Side

Authorization and Crvotoarach etion
Authentication yptograpny Y

MO: Improper M10: Lack of Binary
Session Handling Protections

O
]
i

@

OWASP AppSecEU 15

Amsterdam, The Netherlands

Windows Phone App Security




M4 o Unintended Data Leakage

A Involuntarydata exposure caused by OS drameworksside effects

A Potential sources of information leakage
I System caching
I Applicationbackgrounding
I System logging
I Telemetry frameworks, which expose sensitive data
A e.g. (plaintext) transmission of exception messages containing private data

A A privileged access to target device file systenor connected
network - is required to properly exploit these issues

HYmn |||l'l @
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Classes, Methods and Properties

Application
Backgroundingand Closing

Use of Telemetry Framework

Dump of app memory

(.

Handler forthe Application.Suspendingvent,
typically theOnSuspending) method in App.xaml.cs

Handler for theApplication.Deactivateavent,
typically theApplication_Deactivate method in App.xaml.cs

Handler for the Application.Closingevent,
typically theApplication_Closinf) method in App.xaml.cs

Handler for the Application.UnhandledExceptioavent,
typically theApplication_UnhandledExceptigimethod in App.xaml.cs

HockeyApp BugSenseetc.

check for encryption keys or passwords stored @string» (immutable) object
N ByBtém.Security.SecureStringject is not supported by WP Silverligh\WWinR)

@
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Leakage via cached data and cookies

private  void Application_Deactivated( object sender, DeactivatedEventArgs e)

{
}

private  void Application_Closing( object sender, ClosingEventArgs e)

On closing or deactivation the app does
not ocleand6é data, which

l

Cached data + saved cookies by
WebBrowser or WebView are NOT cleaned from:

C\DataUsersDefApps APPDATAXGUID}INetCookies
C\DataUsersDefApps APPDATAGUID}INetCache

I AT @
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ClassesMethods or Properties

serverside Cache Control: no-store
Removecached data
on app closing, suspension or
deactivation WebBrowserExtensions.ClearlnternetCacheAgync
clientside WebBrowser.ClearinternetCacheAsyhc

WebView- no programmaticway

WebBrowser.ClearCookiesAsyic
Removestored cookies WebBrowserExtensions.ClearCodfie
WebViewd use HttpCookieManager.GetCooki€s+ HttpCookieManager.Delete Cook{g

Avoid sensitivedata disclosure Use of byte[] array instead dbystem.Stringbjects,
(dump of appbs memor widreassi gn bytes when the oOsecreto

@
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OWASP Mobile Top 10 Risks (2014)

M3: Insufficient
Transport Layer
Protection

M4 Unintended
Data Leakage

MT1: Weak Server M?: Insecure
Side Controls Data Storage

M8: Security
Decisions via
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Authorization and Crvotoaranh i
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M5 o Poor Authorization and Authentication

A Securitydecisionsvithout serverside engagement

A Common clientside issues

I Offline authentication

I Issuegelated to password complexity (e.g., 4 digits PIN)
I Absence of antiguessing or brute forcingnechanisms

I Authorizationissues omapps criticafunctions/dataaccess
i Predictableauthentication/authorizationtokens

A Similar issues also affect treerverside

@)
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No authentication on backup access

protected override void OnNavigatedTo( NavigationEventArgs e)
{
base. OnNavigatedTo(e);
using (IsolatedStorageFile storeForApplication = IsolatedStorageFile . GetUserStoreForApplication())
{
this . fileExists = storeForApplication . FileExists(  "wp contacts backup.zip" );

I \ P UlS L HICEAIDL)

{
}

else

{ . contacts backugfile is
{ stored I n app
.server = new HttpServer( 2, 65536);
. server . Start( new IPEndPoint (IPAddress . Parse( "0.0.0.0" ), 5656));
. server . TextReceived += new EventHandler <HttpDataReceivedEventArgs >(this . server_TextReceived);
.infoTextBlock . Text = "http://" + this . server . LocalEndpoint . ToString();

this .infoTextBlock . Text = "No backup file exists! Please create one before trying to download it."

.infoTextBlock . Text = "Unable to start WEB Server. Please check your connectivity settings."

__ . o b
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No authentication on backup access

protected override void OnNavigatedTo( NavigationEventArgs e)

{
base. OnNavigatedTo(e);

using (IsolatedStorageFile storeForApplication = IsolatedStorageFile . GetUserStoreForApplication())

this . fileExists = storeForApplication . FileExists(  "wp contacts backup.zip" );
if (!this . fileExists)
{

}
else local web server lacks

{
try any authentication

{ :
.server = new HttpServer( 2, 65536); meChan|Sm
. server . Start( new IPEndPoint (IPAddress . Parse( "0.0.0.0" ), 5656));

. SCIVEl . ICALREULEIVEU T— [ISW CVElIrialuic \rlupuatar\cucivr:tjcvm|u—\|yb >(thiS .server_TextReceived);

.infoTextBlock . Text = "http://" + this . server . LocalEndpoint . ToString();

this .infoTextBlock . Text = "No backup file exists! Please create one before trying to download it." X

.infoTextBlock . Text = "Unable to start WEB Server. Please check your connectivity settings."

__ . o b
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Clientside generationof authorization tokens

public byte [] GetPostData()

{
string date = DateTime. Nov. ToString( "yyyy - MI-dd HH:mm:ss", ( IFormatProvider ) Culturelnfo . InvariantCulture);

return_ Fnending LITES GetRvtes( sfring . Format( "token={0 }&&msisdn={1}&InteractiveType=Web&dt={2}"
this . GetAuthorizationToken(), HttpUtility . UrlEncode( this . par), HittpUtility . UrlEncode(date)));
}

private  string  GetAuthorizationToken()

{
string str = MD5Cor. GetHashString( " RYKn92938339944005kf8fk9ekwdkwud83jud3" + this . par) . ToLower();
Utils . Log("MS3 Torein. ™ su),
return  str;

} token generation logic can

be easily reproduced

- = ™
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IdentificationData Classes, Methods and Properties

Device Name Microsoft.Phone.Info DeviceStatus.DeviceName

DeviceExtendedProperties.GetValdeéviceName)

Hardware .
Identification Microsoft.Phone.Info
entificatio DeviceExtendedProperties.GetValdgéviceUniqueld
SHA1ManagedSHA256Managed,
Windows.Security.Cryptography SHA384Managed andHA512Managed classes
Hashing Functions (or any other Aparty librariesmplementing thesefunctions)
Windows.Security.Cryptography.Core HashAlgorithmProvider.OpenAlgorith()
Windows.Devices.Geolocation Geolocator/ Geoposition/ Geocoordinate
Geo Location
Coordinates
System.Device.Location GeoCoordinateWatchef GeoPosition GeoCoordinate

@
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Secure coding tips

AWe donot towclemtsideygenerateauthN/ authZtokens

I However, if you really need a (real) UUID use the
Hostinformation.PublisherHostldroperty

I The generated string is unigue per device and per publisher, while the
DeviceExtendedProperties.GetVald@éviceUniqueld is unique only
per deviced so extremely unsafe

A Implementproper clientside authorization mechanisms on
OnNavigatedTd) methods referring to XAML pages that expose
critical functionalities
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